
The mergers and acquisitions market is hot. But with the increasing number of data breach incidences and 
the ever-growing list of new privacy laws, it is crucial for a buyer to do their homework to identify privacy and 
cybersecurity vulnerabilities of its target.

Due diligence is critical. There may be host of data implications for all types of companies – including 
manufacturers, service providers and distributors – that may not be entirely obvious from the onset. As a baseline, 
a buyer should request from the seller information such as: a description of the data security infrastructure; the 
categories of personally identifiable information (PII) collected and descriptions of the practices regarding the use, 
collection, transfer, storage and sharing of PII; and all policies related to the collection of data in jurisdictions that 
have data privacy laws.

Once the scope of data collection and its use by the target is understood, it may impact the transaction structure. 
If due diligence identifies privacy and cybersecurity vulnerabilities of the target, a buyer may shy away from 
acquiring the target’s shares or membership interests due to the potential risk involved with thereby acquiring all of 
the liabilities of the target. An acquisition of the target’s assets will likely be preferable in that instance, because the 
transaction can be structured to limit target liabilities assumed by the buyer. For example, a buyer could acquire 
only relevant technology and not acquire any data or customer contracts that may implicate data security and 
privacy liabilities. A buyer also may negotiate terms and conditions in the definitive agreement to provide adequate 
protection, such as an escrow or holdback. Finally, good due diligence enables a buyer to determine the terms of 
sale and use, and privacy and other policies, that it should adopt post-closing.

In sum, while data security and privacy may not always be at the forefront of a deal, buyers should be aware of the 
potential risks to avoid any future liabilities attributable to the misuse of their predecessor’s data.

For more information or guidance concerning any of the topics in this information memorandum, please contact 
Elizabeth Lehmann or any attorney in Bond’s Mergers & Acquisitions practice. 

Buyer Beware: Privacy and Cybersecurity 
in M&A Transactions

CYBERSECURITY AND DATA PRIVACY 
INFORMATION MEMO

JANUARY 24, 2022

Bond has prepared this communication to present only general information. This is not intended as legal advice, nor should you consider it as such. You should not act, or decline to act, based upon 
the contents. While we try to make sure that the information is complete and accurate, laws can change quickly. You should always formally engage a lawyer of your choosing before taking actions 

which have legal consequences. For information about our firm, practice areas and attorneys, visit our website, www.bsk.com. Attorney Advertising. © 2022 Bond, Schoeneck & King PLLC. 

Bond, Schoeneck & King, PLLC BondLawFirm Bond, Schoeneck & King bondlawfirm

https://www.bsk.com/people/elizabeth-l-lehmann
https://www.bsk.com/practices/mergers-acquisitions
https://www.bsk.com/

