Higher Education Data Privacy & Cybersecurity

Series

Data Privacy & Cybersecurity 101:
What Higher Education Institutions Need to Know

% BOND NG "



Introductions

Barbara A. Lee, Esq., Ph.D.

Of Counsel — New York, NY

Higher Education Practice Group
blee@bsk.com | (646) 253- 2313
https://www.bsk.com/people/barbara-a-lee-phd

Amber L. Lawyer, Esq., CIPP/E, CIPP/US
Associate — Syracuse, NY

Deputy Chair — Cybersecurity and Data Privacy Practice
alawyer@bsk.com | (315) 218-8297
https://www.bsk.com/people/amber-I-lawyer

Shannon A. Knapp, Esq., CIPP/US

Associate — Syracuse, NY

Cybersecurity and Data Privacy Practice
sknapp@bsk.com | (315) 218-8306
https://www.bsk.com/people/shannon-a-knapp

2 % BONDESREES



https://www.bsk.com/people/barbara-a-lee-phd
mailto:alawyer@bsk.com
https://www.bsk.com/people/amber-l-lawyer
mailto:sknapp@bsk.com
https://www.bsk.com/people/shannon-a-knapp

Overview

» Cybersecurity and Data Privacy
Challenges for Higher Education
Institutions

- Data Privacy & Cybersecurity Laws that
Apply to Higher Education Institutions

- Understanding Current and Future Data
Privacy and Cyber Security Risks

. Q&A
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Areas of Risk for Higher Education Institutions

« General Counsel’s office records

« Admissions

- Financial Aid

- Student health records

-« Student discipline records

» Registrar records (grades, transcripts)
- [nstitutional Research

« Human Resources

- Finance

« Research
o Data
o Grants and Contracts

« Alumni Records
- Study Abroad Programs

Development

o Donations/Donor lists

o Research on donors (wealth estimates,
planned giving details)

Medical schools

Hospitals—PIl, insurance information,
patient records

Credit Unions

Enrollment

Marketing

Board of Trustees/President
Faculty

Athletics
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Data Privacy vs. Cybersecurity

- Data Privacy: concept of keeping “data” « Cybersecurity: concept of protecting
“private,” “protected” and using data for “data” through appropriate “administrative,”
intended purposes only “technical” and “physical” safeguards
o Data: defined by law (personal, private, o Data: what needs to be protected as defined
business confidential) by law

o Private: individual privacy, also defined by law o Administrative: industry standard security

o Protected: industry standard protections program, security policies, contract

o Intended purposes only: Does the data provisions with vendors, need-to-know
privacy law you are working with set forth the o Technical: industry standard network,
ways in which you are allowed to use data? software, virus protection, other protections

o Physical: industry standard storage and
disposal, preventative measures,
unauthorized access
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Top Risks to Higher Education Institutions

- Data Breach
» Phishing/Ransomware

o According to the 2022 Verizon Data Breach Investigations report, there is a dramatic
iIncrease in ransomware attacks on higher education institutions. The researchers found
that over 30% of breaches in the sector are attributable to ransomware.

- Vendor Data Breach
- Outdated Technology
- Noncompliance with Privacy Laws
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Compliance Challenges and Potential Threats

Data Privacy Compliance

- Global Array of Data Privacy Laws

o U.S. Laws
o State Laws
o International Laws

- Legal Obligations and Rights

o Data Collection/Retention/Use

o Affirmative Safeguards

o Rights of Consumers/Users/Students
o Personnel and Training Requirements

Cvbersecurity Threats

Cybersecurity Mandates in Applicable Law

Variety of Cyber Threats
o Malware, Ransomware, Phishing, etc.
« Amounts of Valuable Data

o HEIs maintain personal information, financial
information, contact information, research
intelligence

HEIls are Generally Decentralized

o Personal data is stored across different

departments
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Data Privacy and
Cybersecurity Laws That
Apply to Higher Education
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Family Educational Rights and Privacy Act (FERPA)

- What is it: protects the privacy of student education records and gives parents certain rights
regarding access to their children’s education records.

o Written Permission: generally, a school must have written permission from the parent or eligible student to
release information in a student’s education record (with exceptions)

o Transfer of Rights: the rights provided to parents transfer to the student when he or she turns 18 years of age or
enters a postsecondary educational institution

- Requirements: education institutions must give annual notification to parents and eligible
students regarding available rights

o Annual Notice — must ensure that parents or eligible students understand the right to:

— inspect and review education records; A,
— seek to amend the record if there are inaccuracies;

— limit disclosure of personally identifiable information;

— file a complaint with the US Department of Education
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EU’s General Data Protection Regulation (GDPR)

- What is it: provides a comprehensive legal framework for the use of personal data and

requires companies to have robust processes in place for handling and storing personal
information.

o Collection and Processing of Personal Data — entities must have a lawful purpose and the
collection/processing must be limited to that specific purpose

o Personal Data Definition: “means any information relating to an identified or identifiable
natural person.” GDPR Article 4(1).

— Special Category Data: GDPR Article 9.
« Who it Covers: Individuals located in the European Union

« Application to US Higher Education Institutions: Even if the institution has no

establishment in the European Union, if the institution collects or uses personal data from
individuals in the EU, GDPR applies.

o Example: Student recruitment — universities that collect personal data when recruiting students
located in the EU will have to comply with GDPR requirements
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Lawful Basis for Processing Data

‘Ordinary’ personal data (Article 6) ‘Special categories’ of personal data
(Article 9)

Consent Explicit consent

Necessary for performance of a contract Necessary for obligations under employment, social
security law etc.

Necessary for compliance with a legal obligation Necessary to protect vital interests where consent
can’t be given

Necessary to protect vital interests where consent Processing by a not for profit body with

can’t be given political /philosophical/religious/trade union aim

Necessary for public interest reasons or for Data made public by data subject

controller to carry out legal function

Necessary for legitimate interests of controller Necessary for public interest reasons, based in law

Processing connected with specific
healthcare/pharmaceutical /social care purposes

Necessary for archiving/scientific/historical research

purposes
OENECK
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Rights of Data Subjects

 Right to transparency/right to be informed

» Right to access O
 Right to rectification

 Right to erasure** ‘ -
 Right to restrict processing ‘
 Right to object to processing @

 Right to data portabllity

 Rights in relation to automated decision-making or profiling
3 BONDEGREES




Compliance:
Higher Education Responsibilities

* Responsible Data Collection
* Responsible Data Use
* Responsible Data Retention
- Respecting Individual Rights
- Breach Notification Responsibilities
* Responsible Data Sharing/Transferring
« Contracts include lawful transfer mechanisms, DPAs, etc.
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Personal Information Protection Law (PIPL)
& Higher Education

- What is it: China's comprehensive data privacy law that is very similar to the European
Union’s GDPR.

o Extraterritorial in Scope: covers entities outside of China that handle the personal information
of individuals within China’s borders

« Who it Covers: Individuals in China

- Application to US Higher Education Institutions: Higher educational institutions may be
subject to PIPL if they process personal information of Chinese residents for the purposes of

o (i) providing products or services to individuals in China;
o (ii) “analyzing” or “assessing” the behavior of individuals in China; or

o (i) as provided in Article 3 of PIPL, for other purposes to be specified by laws and regulations
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PIPL vs. GDPR

« Similarities  Differences

o Extra-territorial scope o Cross-border transfer based on

o Definition of personal adequate data protection
Information, sensitive personal o Next of kin ability to exercise the
Information, etc. rights of deceased individuals

o Data Breach Reporting o Personal Liabllity for certain
obligations violations

o DPIAs o Proactive deletion of information

o Transfer Mechanisms o Consent driven

o Individual Rights
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Gramm-Leach-Bliley Act (GLBA) & the Safeguards Rule

- What is it: addresses confidentiality of customer information in the possession of financial
Institutions and provides specific safeguarding measures

o Financial Institutions” — includes colleges and universities

- The Safeguards Rule: requires financial institutions to develop, implement, and maintain an
information security program with specific administrative, technical, and physical safeguards
designed to protect customer information. The rules are promulgated by the FTC.

o Applicability: Postsecondary institutions and third-party servicers must protect student financial aid information provided to
them by the Department or otherwise obtained in support of the administration of the Federal student financial aid programs (Title
IV programs) authorized under Title IV of the Higher Education Act of 1965, as amended (HEA). Each institution that participates
in the Title IV programs has agreed in its Program Participation Agreement (PPA) to comply with the GLBA Safeguards Rule
under 16 C.F.R. Part 314. Institutions and servicers also sign the Student Aid Internet Gateway (SAIG) Enrollment Agreement,
which states that they will ensure that all Federal Student Aid applicant information is protected from access by, or disclosure to,
unauthorized personnel, and that they are aware of and will comply with all of the requirements to protect and secure data
obtained from the Department’s systems for the purposes of administering the Title IV programs. (Federal Student Aid guidance
2/9/23)

o Deadline for Compliance with New Rules: June 9, 2023
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The Safeguards Rule Requirements Overview

Information Security Program — a covered institution must develop, implement and maintain an information
security program to (1) ensure the security of customer information; (2) protect against threats; and (3) protect
against unauthorized access

Conduct Risk Assessments — must periodically perform risk assessments regarding the sufficiency of the
Institutions existing safeguards

Safeguards — implement specific safeguards including access controls, encryption, MFA, data retention policies,
audit trails, penetration testing, continuous monitoring, and a written incident response plan

Qualified Individual — responsible for overseeing and implementing an institutions information security program.
The qualified individual must regularly report on the status of the information security program

Training — provide security awareness training that is updated as necessary to reflect security risks. All personnel
must be provided with security awareness training.

Assess Service Providers — periodically assess security providers based on the risk they present and the
continued adequacy of their safeguards. Require service providers by contract to implement and maintain

appropriate safeguards
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NY SHIELD Act

« Data Breach Law

O

Requires all persons and entities that own or
license personal information about New York

residents to comply with the Breach Notification

Law

Breach Definition: “unauthorized access or
acquisition . . . of computerized data that
compromises the security, confidentiality or
integrity of private information”

Private Information: personal information in
combination with a protected data element (SSN,
Driver’s License, Acct Info, etc.)

Required Notices: Outlines who must be notified

of the data breach, how they must be notified, etc.

« Cybersecurity Mandate

o The mandate: Covered entities “shall
develop, implement and maintain
reasonable safeguards to protect the
security, confidentiality and integrity of the
private information”

o Components:
— Administrative (management/oversight)

— Technical (cybersecurity measures and
risk assessments)

— Physical (storage, transportation and
disposal)
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Pending Federal Legislation: The American Data
Privacy and Protection Act (ADPPA) — H.R. 8152

- Basics — Bipartisan federal privacy bill
« Structure — Follows the general framework of state legislation

o Data Privacy Rights — right to access, control, delete
o Enforcement Provisions — FTC, state AGs, private right of action
o Security Requirements — reasonable security practices and procedures

« Key Terms

o Covered Entities — would apply to most entities, including nonprofits and common carriers
— Different or additional requirements for service providers and large data holders
o Covered Data — information that “identifies or is linked or reasonably linkable” to an individual
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Other Areas of Risk

PCI-DSS

o New PCI-DSS Rules (PCl1 4.0
compliance by March 31, 2025)

ADA and Website Accessibility

Privacy Policies/Terms of
Use/Cookies

Data Breach Statutes
« Other International Privacy Laws

» Outdated Systems/Limited IT
Infrastructure
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Data Privacy & Cyber Security:
Current and Future RiIsks
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Why Higher Education Makes a Good Target

« Massive Amounts of Personal and Financial Data

o Student Identifying Information
Personal Contact Information
Personal Account Information
Financial Detalils

@)
O
@)
o Health Care Information

- Higher Education Departments that May Face Challenges

o Financial Aid o Admissions
o Residential Life o Alumni Relations

o Medical/Health Centers
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Data Breaches and Higher Education

- Prime Target: According to Check Point
Research’s 2022 Security Report, the
Education/Research sector was the most
attacked industry, averaging 1,605 weekly
attacks, marking a 75% increase.

- Data Breaches are Costly:

o Average cost of a data breach in 2022 is
$4.4 million (based on an IBM study that
examined 550 data breaches in 2022).

o Example: In 2020, a large university
confirmed it paid a ransom of $1.14 million
to the hackers behind a cyber attack on its
school of medicine.

 Litigation: A small liberal arts college
Is facing a class action lawsuit due to
a data breach that exposed the
personal information of over 63,000
faculty members, current students,
and former students.

- Reminder: Higher Education
Institutions often have to report a
data breach to multiple different
agencies

- Example: 24-hour notice
requirement to Department of

Education
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Privacy & Cybersecurity Risks

« Responding to student record

requests B
- Cyber Safeguards -0 S ‘v
- Consumer/Data Subject 2. Nl - @.
Requests Y7 —— =
- Data Hygiene and Retention R Yy 2 e
- Vendor Management e

- Litigation/Enforcement Decisions
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Upcoming in the Series:

Part Two: Data Privacy Risk Mitigation & Vendor Contract Review (March 9, 2023)

Part Three: Higher Education Policies and Procedures for Data Privacy &
Cybersecurity (March 30, 2023)

Part Four: Higher Education Cybersecurity & Data Breach Response (April 13, 2023)
Part Five: Data Privacy & Higher Education Marketing & Admissions (April 27, 2023)
Part Six: Cybersecurity Insurance (May 11, 2023)
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Associate — Syracuse, NY
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Thank You

The information in this presentation is intended as general background information.
It is not to be considered as legal advice.
Laws can change often, and information may become outdated.

All rights reserved.

This presentation may not be reprinted or duplicated in any form without the express
written authorization of Bond, Schoeneck & King PLLC.
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