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Risk Mitigation Strategies for: 

• Pre-contractual Phase – Vendor Diligence 
Process

• Contract Review – Vendor Data Security 
Precautions

• Contract Review – Relevant Risk 
Provisions

• Regulatory Compliance Obligations

• After Execution– Oversight and 
Enforcement

Overview

Privacy and Cyber Risk Mitigation for HEIs

Follow a formal Request for Proposal 
(RFP) process

This dictates standard terms, requires a vendor response, 
encourages vendors to submit more comprehensive 
proposals, and provides means to compare a variety of 
vendors. This is when HEIs have the most leverage.

Negotiate privacy and data security 
terms at the same time as pricing and 
other business terms

HEIs will not feel as pressured to accept sub-standard 
terms as when they are left for last in the negotiating 
process

Be cautious when using vendor 
agreements

If circumstances require the use of a vendor contract, 
scrutinize the terms to ensure that they are not limiting 
privacy commitments or pushing liability back onto your 
organization
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• Identify what institutional data 
is involved in this agreement
o What protections are required? 

(student data, employee data, 
health data etc.)

o Do we need to modify the 
agreement?

• Identify if vendor will have 
access to institution systems 
o Do we need to limit access?

o Do we need to modify the 
agreement?

Sample language: 
“To the extent Vendor is permitted to access any internal Client systems, applications, or networks (collectively 
"Client Network"), Vendor shall: a) only connect to the Client Network through the manner and means 
authorized in writing by the Client for the purpose of providing Services as set forth in the Agreement. b) not 
connect to, access, attempt to access, or use any Client Network without the prior written authorization of the 
Client; c) maintain, and is responsible for, the security of any username and password provided to Vendor by 
Client for access to the Client Network. Vendor shall keep passwords secure and shall not share account or 
password information with anyone, including other personnel, family, or friends.  Providing access to another 
individual(s), either deliberately or through failure to secure access, is a violation of this Agreementd) not, and 
shall not permit any users to, use the Client Network for any purposes beyond the scope of the access granted in 
the Agreement.  Vendor shall not at any time, directly or indirectly, and shall not permit any users to: (i) copy, 
modify, or create derivative works of the Client Network or any software component of the Client Network in 
whole or in part; (ii) rent, lease, lend, sell, license, sublicense, assign, distribute, publish, transfer, or otherwise 
make available the Client Network or data contained therein except as expressly permitted under the Agreement; 
(iii) reverse engineer, disassemble, decompile, decode, adapt, or otherwise attempt to derive or gain access to any 
component of the Client Network, in whole or in part; (iv) remove any proprietary information or notices from 
the Client Network; or (v) use the Client Network in any manner or for any purpose that infringes, 
misappropriates, or otherwise violates any intellectual property right or other right of any person, or that violates 
any applicable law, regulation, or rule.  Client may suspend Vendor’s access to any portion or all of the Client 
Network at any time; e) not, using Client Network, do the following:  (i) cause a Data Breach to Client Network, 
including, but not limited to, accessing data, servers, or accounts to which Vendor is not authorized; 
circumventing user authentication on any device; or sniffing network traffic; (ii) cause a disruption of service to 
Client Network, including, but not limited to, ICMP floods, packet spoofing, denial of service, heap or buffer 
overflows, or forged routing information for malicious purposes…..”

Vendor Assessment – Part 1 (Data Use and Access 
Review)

• Pre-engagement due diligence

o The process of ensuring third parties are 
not a source of unwarranted cybersecurity 
risk prior to any contract negotiations. It is 
the opportune time to examine a vendor’s 
policies, procedures, internal controls, and 
training materials to assess the vendor’s 
capabilities.

• Vendor security questionnaire

• Security Attestations 
o HECVAT (Higher Education Community 

Vendor Assessment Toolkit)

o SOC (Service Organization Controls) 
Type I and II reports

o ISO (International Organization for 
Standardization) 27001 Certifications

o Vendor Security White Paper

o NIST (National Institute of Standards 
and Technology) Compliance

Vendor Assessment – Part 2 (Security Diligence)
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Sample language: 
“Vendor shall maintain insurance coverage at its own expense (a) 
Worker's Compensation Insurance, which shall fully comply with the 
statutory requirements of all applicable state and federal laws, and 
Employers’ Liability Insurance which limit shall be $1,000,000.00 per 
accident for Bodily Injury and $1,000,000.00 per employee/aggregate 
for disease; (b) Commercial General Liability Insurance with a 
combined single limit of liability of $2,000,000.00 per occurrence and 
$2,000,000.00 aggregate for bodily injury and/or death and/or 
property damage and/or personal injury which limits may be satisfied 
by an umbrella liability policy; and (c) Cyber Liability Insurance with a 
minimum combined single limit of liability of $5,000,000 aggregate. 
The policies required above shall include Client as an additional 
insured with respect to the Services in this Agreement. All policies will 
include a waiver of subrogation in favor of Client. If and when a loss 
is caused by Vendor, the policies shall be the primary insurance 
ahead of any insurance carried by Client. All insurance shall be 
obtained at the sole cost and expense of Vendor and shall be 
maintained with insurance carriers authorized to do business in New 
York State, and rated at least “A” in A.M. Best’s Key Rating Guide. 
Vendor will provide advance written notice to Client if it does not 
maintain the coverage noted herein.”

Vendor Assessment – Part 3 (Cybersecurity 
Insurance)

HEIs should 
request proof of 
insurance in the 

RFP process

Request certificates 
of insurance (COIs)

Failure to maintain 
adequate 

cybersecurity 
insurance is a red 
flag for technology 

vendors

Do we need to 
modify the 
agreement?

• Contracts should include a minimum 
standard of care that defines 
safeguards, privacy and security 
policies, and applicable standards and 
regulations

• Applicable law may define standard of 
care

o Appropriate administrative, physical, 
and technical safeguards

o Industry Standard, Commercially 
Reasonable, Best Practices

Sample Language:
“Vendor shall implement such administrative, technical and
physical security measures as are required under applicable law
and consistent with industry security standards to: (A) ensure
the security and confidentiality of personally identifiable
information of University’s actual or prospective trustees,
officers, employees, agents, students (including without
limitation prospective students) or family members of students
(“Personal Data”); (B) protect against any threats or hazards to
the security and integrity of Personal Data; and (C) protect
against unauthorized access to or use of Personal Data. This
includes but is not limited to: (X) encrypting all transmitted
records and files containing Personal Data that will travel across
public networks and on any portable device; and (Y)
implementing and maintaining a written information security
program.”

Contract Review – Standards of Care
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• Representations/Warranties

• Data Protection Clauses

o Language regarding the 
protection of personal 
information

• Data Breach language

• Return or deletion of data 
upon termination

Sample Language:
“Vendor shall its sole expense: (a) notify Client immediately, but in any event within forty-
eight (48) hours, after becoming aware of any unauthorized access or disclosure, data loss,
data breach, security incident or security breach, or as otherwise defined by applicable law,
of Client Information (“Data Breach”); (b) promptly, but in any event within forty-eight (48)
hours, after becoming aware of such Data Breach, furnish to Client full details of the Data
Breach or any attempt thereof along with the cure and mitigation steps being taken,
including, without limitation, breach notification and credit monitoring, which shall be
agreed upon by the Parties, and (c) promptly use all reasonable efforts to prevent a
recurrence of any Data Breach. Notwithstanding anything to the contrary in this Agreement,
Vendor shall be responsible for any and all claims, costs, expenses, fines or corrective
actions, and damages, including reasonable attorney’s fees, expenses and consequential
damages, arising from Vendor’s acts or omissions resulting in a Data Breach. Vendor shall,
at its sole expense, comply with all obligations relating to any such Data Breach. For the
avoidance of doubt, damages include the cost of any corrective action that is required by law
or that Client reasonably determines in good faith, consistent with prevailing practices of
prudent parties in similar circumstances, should be taken (including without limitation
notice to individuals impacted or potentially impacted by the access or disclosure, and/or the
provision of credit monitoring/reporting services to such individuals).”

Contract Review – Data Security Precautions

• Indemnification

o Negotiate broad indemnification 
from the provider for claims 
arising out of the service 
provider’s failure to comply with 
its data security obligations. Be 
sure to make sure that this 
provision does not conflict with 
any other indemnification 
provisions in the agreement 

o Indemnification provisions may 
be excluded from the limitation 
of liability

Sample Language: 
“Service Provider shall defend, indemnify, and hold harmless 
Customer, its subsidiaries, affiliates, and their respective officers, 
directors, trustees, employees, agents, successors, and permitted 
assigns (each, a "Customer Indemnitee") from and against all losses, 
damages, liabilities, deficiencies, actions, judgments, interest, awards, 
penalties, fines, costs, or expenses of whatever kind, including 
reasonable attorneys' fees, the cost of enforcing any right to 
indemnification hereunder, and the cost of pursuing any insurance 
providers, arising out of or resulting from any third-party claim against 
any Customer Indemnitee arising out of or resulting from: (a) Service 
Provider’s breach of this Agreement; (b) a Data Breach (as defined 
below); (c) any action claiming that the Service, 
as used in accordance with this Agreement, infringes a registered U.S. 
copyrights, patents or trademarks, or misappropriates a trade secret….”

Contract Review – Limitations of Liability Part 1
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• Disclaimers
o Loss of Data

• Exclusions
o Request exclusion of data breach damages, 

breach of confidentiality, or indemnification 
from cap

• Limitations of Liability Type
o Flat Fee Amount

o Fees Paid

o General Cap vs. Super Cap

o Tie to insurance

Contract Review – Limitations of Liability Part 2

Flat Fee: 
“Except in the event of a Data Breach or breach of confidentiality or 
for its indemnification obligations, Vendor’s (including its Affiliates’, 
agents’, and representatives’) maximum aggregate liability arising out 
of or related to this Agreement or the Services for any claim, whether 
in tort, contract, or otherwise, shall be limited to one hundred thousand 
dollars ($100,000).”

Fees Paid: 
“EXCEPT IN CONNECTION WITH LIABILITY ARISING OUT OF 
VENDOR’S INDEMNIFICATION OBLIGATION SET FORTH IN 
PARAGRAPH 11 OF THIS AGREEMENT, IN NO EVENT WILL 
THE TOTAL LIABILITY OF VENDOR AND ITS LICENSORS 
EXCEED THREE (3X) TIMES THE SUBSCRIPTION FEES PAID 
BY CUSTOMER IN THE TWELVE (12) MONTH PERIOD 
IMMEDIATELY PRECEDING THE EVENT GIVING RISE TO 
SUCH CLAIM.”

Collectable Insurance: 
“EXCEPT IN CONNECTION WITH SUBSCRIBER’S  FAILURE TO PAY ANY 
AMOUNTS DUE AND OWING HEREUNDER, VENDOR’S,  GROSS NEGLIGENCE 
OR WILLFUL MISCONDUCT, VENDOR’S, AUTHORIZED USER(S)’, OR  BREACH 
OF ITS CONFIDENTIALITY OBLIGATIONS  HEREUNDER, OR VENDOR’S, 
INDEMNIFICATION OBLIGATIONS HEREUNDER: (I) IN NO EVENT WILL ANY 
OF VENDOR, AUTHORIZED USER(S), OR SUBSCRIBER BE LIABLE TO THE 
OTHER PARTIES OR ANY THIRD PARTY FOR ANY  INCIDENTAL, INDIRECT, 
CONSEQUENTIAL, SPECIAL, EXEMPLARY, OR PUNITIVE DAMAGES OF ANY 
KIND (INCLUDING, BUT NOT LIMITED TO, LOST REVENUES OR PROFITS) 
ARISING FROM OR RELATING TO THIS AGREEMENT OR ANY ORDER FORM, 
REGARDLESS OF WHETHER SUCH WAS ADVISED, HAD OTHER REASON TO 
KNOW, OR IN FACT KNEW OF THE POSSIBILITY THEREOF; AND (II) EACH 
PARTY’S AGGREGATE LIABILITY FOR DIRECT DAMAGES UNDER THIS 
AGREEMENT OR ANY ORDER FORM WILL NOT EXCEED THREE (3) TIMES 
THE FEES PAID BY SUBSCRIBER HEREUNDER DURING THE LAST TWELVE 
(12) MONTHS OF THE AGREEMENT. NOTWITHSTANDING THE ABOVE, 
VENDOR SHALL BE LIABLE FOR ANY ACTUAL OR POTIENTIAL 
UNAUTHORIZED USE, DISCLOSURE, LOSS, ALTERATION OR DATA BREACH 
OF SUBSCRIBER DATA OR BREACH OF SECTION ____ UP TO THE AMOUNT 
OF COLLECTIBLE INSURANCE OR IN THE EVENT ANY DAMAGE, LOSS, OR 
CLAIM IS NOT COVERED BY COLLECTIBLE INSURANCE, THEN NOT TO 
EXCEED FIVE (5) TIME THE FEES PAID BY SUBSCRIBER HEREUNDER 
DURING THE LAST TWLEVE (12) MONTHS OF THE AGREEMENT.”

Examples
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Super Cap:

FURTHER, OUR LIABILITY RELATING TO THIS 
ENGAGEMENT SHALL NOT EXCEED THE GREATER 
OF TWO  (2) MILLION DOLLARS OR TWO TIMES (2X) 
FEES PAID FOR THE SERVICES GIVING RISE TO 
LIABILITY. NOTWITHSTANDING THE FOREGOING, IN 
THE EVENT OF LIABILITY RELATED TO OR ARISING 
OUT OF SECTION 4 CONFIDENTIALITY AND PRIVACY, 
THE FOREGOING LIMITATION OF LIABILITY SHALL 
NOT APPLY AND INSTEAD VENDOR’S LIABILITY 
SHALL NOT EXCEED THE GREATER OF THREE (3) 
MILLION DOLLARS OR THREE (3X) TIMES FEES PAID 
FOR THE SERVICES GIVING RISE TO LIABILITY.

Super Cap:

EXCEPT WITH RESPECT TO (1) DAMAGES CAUSED BY GROSS 
NEGLIGENCE, WILLFUL MISCONDUCT, OR FRAUD, (2) EITHER 
PARTY’S INDEMNIFICATION OBLIGATIONS UNDER THIS 
AGREEMENT, (3)  CUSTOMER’S PAYMENT OBLIGATIONS AND (4) 
VENDOR’S REMEDIATION OBLIGATIONS IN SECTION 8.3, IN NO 
EVENT SHALL EITHER PARTY OR ITS AFFILIATES’ TOTAL 
AGGREGATE LIABILITY ARISING OUT OF OR RELATED TO THIS 
AGREEMENT, WHETHER IN CONTRACT, TORT OR OTHERWISE, 
EXCEED THE FEES PAID OR PAYABLE UNDER THIS AGREEMENT 
DURING THE IMMEDIATELY PRECEDING 12 MONTH PERIOD FOR 
THE SERVICE FROM WHICH THE CLAIM AROSE (“GENERAL 
CAP”), EXCEPT THAT FOR BREACH OF EITHER PARTY’S 
CONFIDENTIALITY, SECURITY, OR PRIVACY OBLIGATIONS, SUCH 
PARTY’S TOTAL AGGREGATE LIABILITY WILL BE INCREASED TO 
FEES PAID OR PAYABLE UNDER THE AGREEMENT DURING THE 
IMMEDIATELY PRECEDING 24 MONTH PERIOD FOR THE SERVICE 
FROM WHICH THE CLAIM AROSE (“ENHANCED CAP”).

Examples

• Supply chain management

o Privacy and security landscape imposes 
“downstream” legal obligations on entities 
with whom you share personal information

• Data storage considerations

• Data Protection Addenda

• Data Transfer Agreements

Legal Framework

• State Data Breach Law

• FERPA

• GDPR/PIPL and other international data 
privacy laws

• Title IV of the Higher Education Act of 
1965

o GLBA Safeguards Rule

o US Department of Education notification 
requirement

Regulatory Compliance Obligations
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• Service Level Agreements

• Periodic vendor review and assessment

• Contract management process

o Renewal is a good time to re-negotiate 
cyber/privacy risk that may not be covered 
in old contracts

• Termination and return/deletion of data

Oversight and Enforcement

Upcoming in the Series:

Part Three: Higher Education Policies and Procedures for Data Privacy & Cybersecurity  (March 30, 2023)

By: Kate Hajjar, Shannon Knapp

Part Four: Higher Education Cybersecurity & Data Breach Response (April 13, 2023) 

By: Jessica Copeland, Seth Gilbertson

Part Five: Data Privacy & Higher Education Marketing & Admissions (April 27, 2023) 

By: Mario Ayoub, Amber Lawyer, Jane Sovern

Part Six: Cybersecurity Insurance (May 11, 2023) 

By: Gail Norris, Gabe Oberfield
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Thank You

The information in this presentation is intended as general background information.
It is not to be considered as legal advice.

Laws can change often, and information may become outdated.

All rights reserved.

This presentation may not be reprinted or duplicated in any form without the express 
written authorization of Bond, Schoeneck & King PLLC.
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